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1. Introduction
The world is changing rapidly, and everything is pushing this world to evolve – starting
from technology and even ending with the pandemic. Traditional forms of trading is
changing for hybrid, when trading companies use as the sale mechanism traditional shops,
and boutiques but enhancing customer experience with the online marketplaces or other
technological form of products and services distributions.
Customer’s demand not only the product or service itself, like it was before, but they also
expect complexity of service with now not only the product or service are important but
the buying process itself is playing a major role.
This approach made a revolution in the financial sector when traditional banks and
financial companies started to use technology to be closer to their clients – this way
fintech was born. Now the same road is taken by the insurance companies. But there are
still some traditional sectors of the economy which are waiting to be transformed in
accordance with that tendency.
We are speaking about jewelry stones and especially – diamonds. In case if you would like
to buy the stone itself (not in the jewelry) then you will find the limited offer of such
stones. But if you would like to sell your belonging stone, it will be very difficult to do
without the intermediary or jeweler.
We believe that this situation should be changed and the trading market place available
to everyone, with clear and safe procedures should be created.

2.

Current challenges

Let’s describe the current limitation on the public market of diamonds as challenges, since
solving these limitations is key to offer customer’s great experience in relation to diamond
trading.
2.1.
The public market itself
The public market demand following elements:
● Publicly available offer of products and services – for now jewelry stones, including
diamonds are not publicly available. They are sold in the specialized stockexchanges, which are not available for the wide public and only specialists –
traders, have access to them.
● The price defined by the supply and demand – the price for products usually
formed as equilibrium between supply and demand. That means that buyer and
seller should agree on the price, which will be acceptable to seller (supply) and
buyer (demand). Such market’s mechanism may work only in case if buyers have
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multiple offers to buy the product, but in case when a product, like diamonds, is
offered by a limited quantity of professionals, that's almost impossible.
● Secondary market – secondary market is the possibility of current jewelry stone
holders re-sell them. This possibility will affect the market price, and therefore is
a very important element of the public market. Now the secondary market almost
does not exist and only one possibility remains to the customer’s return the stone
to the seller, but of course with the price lower than the market, despite that stone
quality is not changing (Diamonds are very resistant to damage).
2.2.
Transaction security
● Protection from fraud – Both parts of the deal should be protected from the fraud.
Taking into account that the subject of the trade is valuable fraud is possible from
both sides. Now everything is built on trust, and therefore this market is very
limited too. This element is complex and include following sub elements:
o Payment processing – seller should be sure that he/she will receive the
payment for the sold stone.
o Stone transition – buyer should be sure that he/she will receive bought
stone.
o Product quality – buyer should be sure that he/she will receive the stone
in quality and parameters he/she bought.
● Inter deal stone protection – the process should be formed that way, which will be
safe and transparent from the stone putting for selling till the deal finishing and
stone passing to the buyer.
2.3.
Anti-Money laundering and terrorist financing
We believe that money laundering and terrorist financing should be avoided and
therefore we take this issue seriously. That lead us to the following challenges:
● All market participants should be verified in accordance with the AML norms, to
avoid their involvement in money laundering and terrorist financing.
● Anonymous trading will be prohibited.
● All transactions of buying and selling of diamonds will be connected to the
authenticated, in accordance to AML norms, participant.
2.4.
Service integrity
● Service experience – Customers should have a full range of services, linked to the
trade of the stones within the same marketplace.
● Stone quality verification – this service should be truthful and transparent for all
participants.
● Stone delivery – Stone transportation from the seller to buyer should be truthful
and transparent (Including insurance of the transfer)
3. We have the solution
As can be seen from the description of challenges there are a lot of prerequisites for the
new products or service supply to the Market. We are Triple Ex GmbH registered in
Switzerland, the enclave of fintech technologies in Europe. And we are offering the
solution for the diamond distribution market.
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3.1.
Market place
If you're like the 25 million people who offer items for sale on eBay, or the 2.5 million
sellers active on Amazon, you have products you'd like to sell online – but you don't
necessarily want to manage a standalone eCommerce store. Instead, you turn to an online
marketplace which brings communities of buyers and sellers together.
And even if you do run your own online store, you may be able to generate additional
revenue for your eCommerce business by participating in online marketplaces as well.
They offer larger exposure to buyers and may simplify eCommerce operations. At the
same time, online marketplaces pose some challenges.
We are offering the marketplace as the solution for diamonds trading. Let’s explain how
online marketplaces work, why you should choose to use them as part of your eCommerce
business strategy, and what to look for when selecting an online marketplace.
3.1.1. What is the Online marketplace?
An online marketplace is a website which connects buyers to third-party sellers. In
contrast to an eCommerce platform where the operator of the site is the exclusive seller
of products on that site, an online marketplace lets independent sellers display products
and connect with buyers.
There are a variety of different categories of online marketplaces. Some are generalpurpose sites catering to buyers and sellers of all types, while others focus on specific
niches or verticals, like us on the diamonds. Some cater to particular geographic regions,
while others operate worldwide. Some online marketplaces also provide their sellers with
services such as fulfillment operations, but others are limited strictly to matching buyers
with sellers. In our case, taking into account all above mentioned we will enhance the
marketplace with the target services typical for diamonds trading.
Online marketplaces account for a very significant share of the world's overall eCommerce
market. They represented 57 percent of total online sales in 2019. In the same year, the
top one hundred online marketplaces generated about $1.97 trillion in revenue.
3.1.2. Benefits of Using Online Marketplaces
The previously cited stats reflect the benefits that draw sellers to participate in online
marketplaces. Key advantages of using one of these platforms include:
●

●

Simplicity
With an online marketplace, sellers don't need to set up their own eCommerce website.
They can use virtual storefronts that are provided by the online marketplace.
Exposure
Large, established online marketplaces draw large audiences – Amazon receives 200
million unique visitors every month. This means sellers who use an online marketplace
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●

●

●

gain exposure to a larger audience. This is a key benefit for smaller retailers in particular
since they may have trouble attracting significant traffic to their own eCommerce sites.
Additional services
Some online marketplaces provide their sellers with additional services, like fulfillment or
dropshipping solutions. But in the case of diamonds, we should use additional services,
taking into account that the buyer should have security that he is buying the lot, he chose:
Diamonds verification services, lot storage between seller delivery and delivery to buyer,
delivery insurance and so on. Necessity of these services does not allow diamonds to be
sold in the traditional marketplaces – like Amazon or ebay. These offerings may also come
in handy for online retailers who lack the logistical resources to manage these types of
operations on their own. And although you can obtain these services from independent
companies, being able to bundle them into an online marketplace platform simplifies
retail operations.
Repeat business
By connecting with buyers through an online marketplace, sellers can increase the
potential for repeat business. Buyers who have satisfactory shopping experience may
return to the same marketplace(s) on a regular basis to purchase a wide array of items. It
can be harder to generate repeat business with a smaller, independent eCommerce site
which offers a limited range of products because customers will be less likely to visit the
site on a frequent basis.
SEO benefits
Established online marketplaces are well-indexed by search engines. As a result, it’s often
easier to drive web traffic to a virtual storefront within an online marketplace. Contrast
with the difficulty of generating strong SEO performance for a smaller, independent site
which doesn’t rank as highly in online searches.

3.2.
Protection from to be involved into money laundering
Money laundering is the process of transforming criminal funds into legal properties.
Money laundering occurs when someone takes money earned by illegal activities and
disguises it as money obtained through noncriminal activity. The funds received by illegal
activity are referred to as "dirty money" because it is referred to as "laundering." The
person needs to make it seem as if the money comes from a legitimate source.
3.2.1. Three Elements That Must Be Proven in a Money Laundering Case
3.2.1.1. The defendant was aware that the money involved was derived from a fraud
One should be aware that they were 'laundering' money that came from a criminal action
to be named a criminal. Otherwise, you have not done money laundering if you
"laundered" money that you did not suspect derived from the commission of a crime.
However, keep in mind that the prosecutor's burden of evidence is comparatively low.
They need to prove that you were aware that it was obtained unlawfully in some manner
– not that you know where it came from. They can prove this with circumstantial proof.
3.2.1.2.

A financial activity must have been started or completed by the defendant

A purchasing, donation, transfer, loan, loan, withdrawal, exchange of money, an extension
of credit, purchase or sale of a safe-deposit box, the transaction between accounts, or any
other form of payment, transfer, or distribution to, by, or through a financial entity is
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legally classified as a "financial transaction." The prosecutor must show that you were
involved in the beginning or end of one of these transfers.
3.2.1.3. The defendant took place in one of the following steps of money laundering
To accuse anyone of money laundering, the court must show that the suspect did
participate in the following three phases of money laundering:

● Transfer: The suspect must have placed a large amount of money of unlawfully
acquired funds in a financial company. Federal law establishes the maximum
amount of cash that can be deposited without triggering suspicion of money
laundering. If the institution has noted that the consumer owns a cash-rich
company such as a restaurant, a cash transfer of more than $10,000 will raise a
red flag.
● Layering: Once the suspected suspicious money has cleared in a financial
institution, the suspect may have participated in misleading financial practices to
make the income appear to be part of his or her regular business activities. A
prosecution can provide evidence in the form of a set of wire transfers to various
companies in and out of the country.
● Implementation: The convict must have taken the money back into the local
economy identified as legal fee after numerous transactions had processed
purportedly illegal cash.
As you may see you may be easily involved in money laundering, taking into account that
diamonds are highly valuable items they can be bought for the money provided from the
illegal activity. The processes of the control are very complicated to be done by each seller
or buyer independently.
Taking into account all above mentioned, there should exist an entity, controlled by the
government and cooperating with the financial intelligence which will organize valuable
exchange and payments with the implementation of all norms provided by AML
legislation. That effectively saves all participants from involvement in money laundering
operations.
For the purpose mentioned above, we decided to use a crypto currency stock exchange
entity. This type of the entities is:
● Licensed by government
● Subject for AML legislation.
● All participants should be subject for the AML onboard and AML monitoring
● All transactions, where the entity is participating are subject for the AML
monitoring.
Such an approach will allow all marketplace participants (buyers and sellers) to be
controlled from the issues of money laundering related to their operations. In such a way
we build a safe and trustfull place for the business.
3.3.

Protection or Cyber Security
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Cyber security is a protection protocol made to protect physical and virtual systems from
theft. Protecting your files, profiles or accounts requires coordinated efforts through an
information system. Here are some common elements about cyber security:
●
●
●
●
●

End user education
Network Security
Application Security
Operational Security
Business continuity planning

One of the largest issue of cyber security is the constant security risks that tend to evolve
over time. A traditional solution to these problems was to allocate most of the resources
to face the biggest known threat.
However, this method would leave out a multitude of smaller issues present. For instance,
it would leave some of the lower risks unprotected. Because of this, the traditional way
to protect systems is obsolete and needs to be changed.
All above mentioned strategies are very important and we are implementing high
standard security measures to protect your funds, profiles and so on. The key element,
when we are speaking about Application Security and Operational Security, is secure
access to the system. Most apps and websites provide a multi-factor authentication
feature whenever a user logs in their network. That means that apart from the login and
password used for entry may be used additional authentication mechanisms – like special
tokens used for the entry. Together with the need for AML control and the need for
additional authentication, we chose a crypto token as a solution.
A crypto “token” is a custom, digital asset—a string of characters that may provide the
holder the rights to an underlying asset issued on top of a blockchain. A blockchain is a
decentralized, distributed ledger consisting of blocks (records) used to track transactions.
Tokenization, simply, is the process of converting the rights (ownership, leasehold,
license, etc.) to an asset (anything of value) into digital form on a blockchain. On
blockchain (“on-chain”) transactions rely on “smart contracts” which are a series of
conditional (if-then) statements written in code to form the basis of a self-executing
contract.
In accordance with the UK regulation, such types of the crypto assets are called - utility
tokens. A utility token is a blockchain-based asset that a holder buys and can use, typically
access to systems or platforms offered by the token issuer.
FCA defines utility tokens as tokens intended to provide access digitally to an application
or service by means of a blockchain-based infrastructure. The issue of utility tokens does
not require supervisory approval if the digital access to an application or service is fully
functional at the time the tokens are issued.
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That means that to be able to use the marketplace for the diamonds trading each user
should buy utility tokens. That will cover two challenges at once: Users will be identified
and controlled from the perspective of Anti Money Laundering (AML) legislation and use
will secure access to the system.
The issuer of this Utility token Triple Ex is Triple Ex Crypto LLP registered in UK. But they
can be bought from our partner Currency stock exchange Stockpoint OÜ registered in
Estonia.
3.4.

Payments for the diamonds

The payment landscape is currently dominated by a bank-based ecosystem, an
interchangeable use at par, of commercial bank and central bank money as settlement
assets, and an anchor role for central bank money which is the sole settlement asset with
legal tender status. It is certainly an understatement to say that this landscape may be
significantly altered given technological developments and changes in consumer
preferences underway. As these developments and changes unfold, both the « front-end
» arrangements that ensure the interaction between the payer or payee and the payment
service provider, to initiate or receive payments, and the « back-end » arrangements that
transfer information and funds between the payer and the payee, will change. With the
emergence of so called « crypto-assets » like the bitcoin and so called « stablecoins », we
may also see new settlement assets develop which may compete against and possibly,
according to their promoters, replace commercial and central bank money as settlement
assets at the center of our payment systems.
For the time being, in spite of their rapidly growing number and variety, crypto-assets only
account for a marginal share of assets held by economic agents. In October 2019,
according to CoinMarketCap, total outstanding crypto-assets represented EUR 205 billion
globally; in comparison, the euro area's M3 monetary aggregate amounted to EUR 12.5
trillion in August 2019.
In addition, the diversity of views on the contributions that crypto-assets can make to the
efficiency and safety of our payment systems mirrors the one in their forms. Some see
crypto-assets as a disruptive innovation poised to radically change the way our monetary
and financial system operates, and changing it for the better. Others believe that for the
time being they do not provide a new and attractive answer to the classical trilemma
payments solutions faced between low cost, high execution speed and low risk, and would
change the way our monetary and financial system operates for the worse.
In the payment instrument landscape, there is currently a twin trend: the share of cash
payments dwindles while cashless payments undergo a transformation driven by
behavioral changes and technological innovation. Shifts in consumption patterns, such as
the growth of e-commerce, are fueling a steady decline in the use of cash in transactions,
while the use of electronic payment instruments and systems is increasing, rooted in the
current surge in global digitalization, along with the development of internet-based
technologies and multi-functional technological devices.
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However, the decline of cash payments needs to be put into context because, if the
downwards trend is indisputable - the volume of banknotes returned by the public to cash
processing firms fell by over 10% between 2012 and 2017, -banknotes still dominate faceto-face transactions- particularly small-value ones. Banknotes remain the main payment
instrument in Europe by number of transactions, accounting for 79% of the latter in the
euro area and 68% in France (54% and 28% respectively in value).
The increase in the use of electronic payment instruments and systems is developing
along four different pathways.
First, the sophistication of internet technologies and devices for transactions: the number
of channels used to initiate and accept payments has increased significantly. Contactless
payments and mobile payments are some examples.
Second, the availability of payment services at any time: payment services are becoming
more available, ignoring physical borders and time constraints to satisfy customer
demand for instant, continuous and uniform payment services, as economic agents
become ever more mobile. Instant payments in Europe are for example designed to be
executed in less than 15 seconds compared to the duration of 24H to 48H for traditional
payment orders. This improvement in the functioning of payment systems represents a
huge step for liquidity circulation.
Third, a broader range of participants: the payments market has expanded to include
competition from big techs and major retailers, which are following a wide range of
strategies in this respect. The flipside of this trend is that the increasingly global nature of
the market is raising sovereignty issues, including those relating to the control of data
when the providers are located outside the region or jurisdiction where they offer their
services.
Last, the crave for blockchain technology: all around the world, market participants and
big techs have launched or are preparing to launch new projects for tokens designed to
serve as means of payment or settlement using the blockchain technology. We all have in
mind first-generation crypto-assets like Bitcoin and Ethereum, but there are now many
others coming.
The development of crypto-assets is part of the innovations fueled by these underlying
trends affecting payment instruments and systems, combining the search for anonymity,
management of non-intermediated peer-to-peer payments and the use of entirely webbased technologies. But they also have their specificities. Actually, they have unique
financial, monetary and technical features which set them apart from the currencies and
payment instruments issued by financial institutions and central banks. Regarding the first
wave of crypto-assets which have been brought to the market, they are not a claim on
any natural or legal entity, they do not have a guaranteed fixed exchange rate with the
currency issued by the central bank and they rely extensively for their circulation on
blockchain, a distributed ledger technology system using cryptographic techniques. A
second wave might develop in the form of « stablecoin » with a potentially global reach,
some of which sponsored by large technology or financial firms, whose distinctive feature,
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beyond their potentially large size and reach, is that they seek to stabilize their value by
linking it to an asset or a pool of assets.
What are the specific benefits of such blockchain-based initiatives?
First, blockchain technology and more broadly the DLT could help answer the market's
needs and demands. There is in particular a strong demand for quick and safe crossborder payment solutions, available 24h/24, enabling smooth exchanges. There are a
number of local instant payment solutions already in place in a number of countries in
particular in Europe, available 24/7, settling retail payment orders up to 15 000 euros in
less than 15 seconds. A certain number of initiatives follow the European Payment Council
SCTinst scheme. The Eurosystem has even launched its own service, under the name of
TIPS to help ensure a pan-European reach.
However, these solutions are costly for end users and, at the global level, we are far from
having a network (or set of interconnected networks) that would support quick and cheap
transfers of funds.
Second, and in close relation to the previous point, the DLT could help remedy the current
limits of the existing wholesale market infrastructures. Those wholesale infrastructures
also have various shortcomings. Since RTGS are not interoperable, correspondent banking
is often the only solution to transfer fiat money across borders. However, correspondent
banking is costly, and the perimeter of the AML/CTF and KYC checks is in some cases
uncertain for the counterparties of a payment order. Furthermore, for security reasons,
the access to payment systems is limited to a certain type of entities (mainly credit
institutions, investment firms, ancillary systems, etc.). Finally, cross-border payments lack
traceability. The DLT could also help improve current aspects of wholesale clearing and
settlement mechanisms and facilitate in particular gross and simultaneous Deliveryversus-Payment processes, cross currency settlements and resilience and recovery from
operational incidents.
Taking into account all above mentioned we intended to organize payments for purchase
lots of diamonds by crypto currency. We believe that stable coins will be great tool in this
case. That will amend the additional transparency and protection from Money Laundering
for all involved parties.
3.5.
Market Place additional services.
3.5.1. GIA or similar Certificate processing
The authenticity certificate of a diamond is an official document issued by an independent
laboratory that guarantees the quality of the diamond you plan to buy.
The certificate is issued by an independent body of your diamond seller. It guarantees the
characteristics of the diamond that is presented to you, which characteristics justify the
price of the diamond.
Different types of certificate
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Each laboratory certifying diamonds has its own certificate design, but the information
presented is very similar from one lab to another.
It includes a report number and diamond grading according to the 4C diamond rating.
This report is tamper-proof since it can be consulted online on the site of the transmitting
laboratory in order to verify that the inscriptions of the paper certificate correspond to
the original report archived by the laboratory.
Integration with such online services will allow the buyer to exactly understand which
quality diamond he is buying.
Fake GIA or similar diamond certificates
The diamond offers two major handicaps for the buyer to appreciate the quality of what
he has or what he will buy :
● on the one hand you have to be an expert to judge the diamond quality
● on the other hand, the diamond quality can only be appreciated if not set on a
jewel
Therefore, when buying a jewel with diamond, the certificate is the key to guarantee the
quality and value of the diamond set on the ring or jewel. In the case of buying a diamond
itself you may rely on a certificate.
Fraud on the sale of a diamond will therefore involve the provision of a fake GIA or similar
certificate (or of another laboratory) for a diamond of a lower quality than that described
on the certificate.
The case of this fraud GIA or similar diamond certificate described by the company GGTL
laboratories is an exemplary school case that you must read to understand the intricacies
of this type of fraud.
How to recognize a fake GIA or similar certificate?
Various checks allow us to suspect an attempt of fraud.
Laser engraving
● Large quality diamonds are always laser engraved, the first thing to do is to check
that the laser engraving on the rounder corresponds to the report number of the
certificate.
● This is a necessary condition not sufficient.
The impurities of the diamond
● Most of the time, the certificate shows the shape and disposition of the inclusions
in the diamond, thus representing its fingerprint.
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● Comparing the visible impurities of the diamond with those shown on the
certificate makes it possible to check the consistency of the diamond with the
certificate presented.
The certificate itself
The certificates of your diamonds present details that are little or not visible to the eye
and difficult to reproduce by counterfeiters, just like banknotes:
●
●
●
●

holograms
special ink prints
inviolable fund printing
others not specified by the laboratories

Comparing your diamond certificate with another certificate of which you are certain of
the authenticity will allow you to remove any doubt as to the validity of the certificate of
your diamond.
We believe that a GIA or similar certificate is a trustful means of the diamond verification,
but in case of trading via marketplace such verification before the deal is impossible since
buyer and seller do not meet each other.
Therefore, we will implement a special procedure of diamond placing in the market place.
Diamond with appropriate certificate will be retaken by certified entities, who will:
● Verify the GIA or similar Certificate
● Seal the certificate and stone(s)
● Fix all possible damages at the acceptance
● Pass them to save storage
Within the market place will be available history of all such actions.
3.5.2. Save storage of diamonds
Diamonds Are Extremely Hard BUT Not Indestructible
Most people have a misconception that diamonds are indestructible. However, did you
know that under the right conditions, diamonds can actually be scratched or chipped?
Even though diamonds are the hardest substances known to man and stereotyped as the
“most powerful” material, they can still get “hurt”. In fact, a diamond can be scratched by
another diamond if they come into contact and it is possible to chip a diamond when a
force is applied at its cleavage plane.
Ideally speaking, the safest storage solution would be to keep your diamond in a protected
and controlled environment like a dry box. Since they are kept away from harsh chemicals
or humid environmental conditions, the stone will not deteriorate with time.
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Therefore, apart from the security measures diamonds should be stored in a way, which
will not decrease their value.
We are selecting our partners for diamonds storage carefully, who will:
● Provide necessary and acceptable level of the security
● Provide safe storing practice
● Insures possible damages or thief.
3.5.3. Diamond’s transportation
The next very important service is transportation of the diamonds. The standard delivery
methods (even courier) are unacceptable. In many countries couriers, when they can't
reach the receiver, usually leave the package within public places. We believe that buyers
will not be happy to search their lots in nearest pharmacies or shops.
We will organize special delivery of the purchased lots or possibility to retain the lot from
the local jewelers.

4.

Ecosystem elements definition

All above mentioned lead us to the necessity of eco-system definition, since only a group
of solutions will help to address all problems of the diamonds trading marketplace:
● Market place itself
● Additional services
● Payments within marketplace
● Utility token issuance
We should also mention wallets. A crypto-asset wallet is a tool that allows users to interact
with blockchain networks. Such wallets can be classified into hot (online) and cold (oine)
wallets. Hot wallets usually consist of soware wallets, whereas cold wallets consist of
hardware and paper wallets. The example of hot wallet within the ecosystem is
marketplace user wallet within crypto currency exchange used for payments within
marketplace.
We have conducted a careful study of all current and future legal requirements. Based on
this, we have created our technical and legal solutions, which are implemented in
accordance with the strictest standards. We've highlighted the following areas, which we
have paid special attention to:
4.1.
Marketplace
Marketplace is registered in Switzerland and open to the public. But when user would like
to sell or buy anything within the marketplace , he/she should register within the
marketplace and :
 Connect his wallet with Cryptocurrency exchange
 Have on his wallet with Cryptocurrency exchange at least one Triple Ex token
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The number of Triple Ex tokens in the wallet of the user within Cryptocurrency exchange
will define the limits for user’s operations in the marketplace.
Buy/sell operations within the marketplace will be available only from/to wallets of
marketplace users within the Cryptocurrency exchange. In case when a marketplace user
would like to buy something in the marketplace, but his wallet is not connected or there
is no Triple Ex token within this wallet, the marketplace will deny buy deals from such
users. In case when a marketplace user would like to sell lots in marketplace but his wallet
is not connected or there is no Triple Ex token within this wallet, even if lots are verified
and place in the marketplace, marketplace will not publish these offers till the moment,
when wallet will be connected and necessary number of Triple Ex token are within it.
Buyers will see only offers, which do not exide the limits of operations defined by the
number of the Triple Ex token within his/her wallet. Sellers will be able to add to
marketplace lots with value, exceeds his/her personal limit defined by the number of he
Triple Ex token within his/her wallet, but such lots will not be published to the
marketplace, before necessary number of Triple Ex token within seller wallet will allow it.
4.2.
Additional services
In a view of necessity to verify the GIA or similar (or similar) certificates and deliver lots to
the buyer, mainly additional services are connected to:
 Physically located offices of Marketplace partners, who verify the lot and register it in
marketplace
 The above mentioned partners accept for safe storage lots
 Delivery companies services
Marketplace signs agreements with above-mentioned service providers and publishes
their list for the public.
4.3.
Payments within marketplace
As was stated above all payments for lots and other services within the marketplace are
done by leavings with wallets of the marketplace users, holded by cryptocurrency
exchange. In relation to crypto currency exchange as valuable element of the ecosystem
we made following assessments:
4.3.1. Licensing
Taking into account that Licensing is highly defined within the European Union, with the
purpose to have a clear and transparent process of licensing is necessary to select
appropriate jurisdiction. As a result of this research, for the ecosystem element cryptocurrency exchange was selected - Estonia. Cryptocurrency regulations in Estonia
are open and innovative, especially in comparison to other EU member-states. Although
not legal tender, Estonia’s government regards cryptocurrencies as “value represented in
digital form”. The government classes cryptocurrencies as digital assets for tax purposes
but does not subject them to VAT. In 2017, the Anti Money Laundering and Terrorism
Finance Act introduced robust new regulations for crypto businesses operating in Estonia.
Exchanges are legal in Estonia and, after the 2017 AML/CFT legislation, operate under a
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well-defined regulatory framework which includes strict reporting and KYC rules. Under
current legislation, cryptocurrency exchanges must obtain Virtual currency services
license.
4.3.2. Regulations
When we come to regulation for crypto assets, we should admit that AML regulation is at
a high level the same in all European (EEA) countries. Therefore analyzing other connected
regulations we should draw our attention mainly to clear taxations and ICO processes as
reflection of government acceptance of the crypto assets as legal and regulated types of
assets. Switzerland, which established the crypto-valley, gives us clear signs that crypto
assets are accepted and will be more regulated, which brings more transparency to the
project. But UK legislation offer us more flexibility within the ICO process.
4.3.3. Liquidity
We believe that two main elements should be taken into consideration, when we speak
about liquidity:
● if this liquidity is enough for current work execution (development of market
place, diamonds initial purchase, agreement signing with partners and they
systems integration into marketplace, crypto stock exchange development) ;
● and if the source of this liquidity suits us, per our high standard of source of funds
and source of wealth classification from the perspective of AML.
Preaching these two principles we build our business as transparent and trustful business
for our customers and partners.
4.3.4. High-Grade Security for Transactions and Data
A crypto-exchange is a type of online stock exchange where customers buy and sell a
variety of crypto-assets. These online platforms usually charge small fees to traders to
generate income. With monthly trading volumes amounting to millions and even billions
of dollars, the hacking of crypto-exchanges by cybercriminals is a real threat that cannot
be ignored. Every year there are numerous online violations that see assets worth
hundreds of millions of dollars irrevocably lost due to stolen cryptocurrency.
Every year, the record for the number of cryptocurrency exchange infringements is
shattered, with a huge amount of assets stolen every day. Cryptocurrency exchanges need
to be aware of and able to withstand the threats that they face.
Attempts by hackers to exploit cryptocurrency vulnerabilities are not a regular occurrence
due to the complexity of such hacks. In most cases, the hackers are interested in the
crypto-exchanges themselves because they are mostly centralized applications. Typical
threats facing these applications include backdoors embedded at the development stage,
web vulnerabilities such as cross-site scripting (XSS) and social engineering attacks such
as phishing.
Online crypto-exchange platforms are usually centralized, unlike blockchain technology.
Developed primarily as web applications, crypto-exchange platforms can be susceptible
to the same security problems as other websites. Both frontend and backend components
of such applications have to be equally protected.
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Based on the above mentioned, security measures for crypto exchange should be the
same as for Banks who support Online Banking or mobile Banking. That approach is well
described and taking our customer transaction security we implement most of the
measures to make these transactions and data Secure.
Another very important issue is personal data protection. We understand our
responsibility for the personal data, our customers entrusted to us. We do not request
from the customers personal data, which do not participate in our internal processes.
Mainly personal data we request are related to AML legislation procedures. We ensure
these data storage principles are equal to other sensitive data storage, like AML
identification personal data.
4.3.5. Product usability
Crypto proponents believe that currencies such as bitcoin will achieve universal
acceptance someday. However, the path to its mainstream adoption is today hindered by
one huge obstacle: a lack of usability.
If cryptocurrency is going to live up to its hype, it will need to attract users from all
professions, backgrounds, and ages. Today, according to an eToro report, most
cryptocurrency users are 18- to 35-year-old males working in sales, marketing, IT, and
financial services. In other words, cryptocurrency is a trend for people who are already
working in a tech-savvy environment. But if such a system’s orientation process targets
only these users, anyone who is not tech savvy would likely be lost from the very
beginning.
Of course, this entry barrier is just one part of a bigger problem. Crypto enthusiasts are
aware that these currencies need to reach a critical mass of users before they are really
useful as currencies. Currently, even those who create accounts and purchase crypto
currency, often do not use it for its primary purpose —buying things! Some individuals
may have gotten rich by treating cryptocurrency as an investment vehicle and riding early
speculative fluctuations, but this actually presents yet another obstacle for potential
users. Investment markets are not user friendly. Plus, their volatility scares people away
before they can dive into the technical parts of buying and using cryptocurrency.
It’s not cryptocurrency itself that is too difficult for users to understand; it’s the user
interfaces of the currency platforms themselves, which are intimidating to all but the most
technically skilled.
We believe and assume that our mission is “simple interfaces will bring popularity to
cryptocurrency assets and make them widely used and accepted” .
We believe that interface usability is a key element of success for a cryptocurrency.
Therefore, all ecosystem elements are designed per principles of simplicity, usability and
high functionality.
4.4.
Triple Ex token issuance
4.4.1. Token type assessment

16

The token type assessment was done based on the FCA Guidance on Cryptoassets
Feedback and Final Guidance to CP 19/3, setting out how it intends to treat enquiries from
ICO organisers.
4.4.1.1. Introduction
Triple Ex token will be issued using Ethereum mechanisms and will be transferred to the
ecosystem cryptocurrency exchange for distribution to marketplace users.
Only identified and verified in accordance with Estonian AML law cryptocurrency
exchange clients may buy Triple Ex tokens from the ecosystem cryptocurrency exchange.
Marketplace users will be able to buy these Triple Ex tokens by paying by cryptocurrency,
which they have within their wallets in the ecosystem cryptocurrency exchange. After the
purchase of the Triple Ex token they will be automatically placed into the marketplace and
that automatically will give them access to the marketplace.
Due to security reasons, we allow marketplace users to transfer the Triple Ex token from
the ecosystem crypto currency exchange wallet. Like transferring to a cold wallet. In case
if Triple Ex token was transferred from the marketplace user’s wallet within ecosystem
cryptocurrency exchange, he/she lose the access/decrease the operations limits, till the
time, when Triple Ex token will be returned back to his/her ecosystem crypto currency
exchange wallet.
4.4.1.2. Assessment.
Is the Triple Ex token assets token?
Asset tokens represent assets such as a debt or equity claim on the issuer. Asset tokens
promise, for example, a share in future company earnings or future capital flows. In terms
of their economic function, therefore, these tokens are analogous to equities, bonds or
derivatives. Tokens which enable physical assets to be traded on the blockchain also fall
into this category
An asset token also qualifies as a security if it represents a derivative (i.e. the value of the
conferred claim depends on an underlying asset) and the token is standardised and
suitable for mass standardised trading.
As we may see Triple Ex token do not represent any derivative. If token functions solely or
partially as an investment in economic terms, tokens are treated as securities. Let’s assess if
Triple Ex token has any sign of investment.
An investment is an asset or item acquired with the goal of generating income or appreciation.
Appreciation refers to an increase in the value of an asset over time. When an individual
purchases a good as an investment, the intent is not to consume the good but rather to use it
in the future to create wealth.

Taking into account that Triple Ex token token used for access to the marketplace they
can’t even partially be an investment.

17

Taking in account all above mentioned, we have come to the conclusion that Triple Ex
token token has not any exposure as an assets token.
Is the Triple Ex token exchange token?
Exchange tokens (synonymous with cryptocurrencies) are tokens which are intended to
be used, now or in the future, as a means of payment for acquiring goods or services or
as a means of money or value transfer.
Token distribution and usage scheme does not provide the possibility to use Triple Ex
token tokens as means of payment for acquiring goods or services or as a means of money
or value transfer.
Taking in account all above mentioned, we have come to the conclusion that Triple Ex
token token has not any exposure as a exchange token or cryptocurrency.
Is the Triple Ex token utility token?
Utility tokens are tokens which are intended to provide access digitally to an application
or service (currently available or planned) by means of a blockchain-based infrastructure.
Utility tokens will not be treated as securities if their sole purpose is to confer digital
access rights to an application or service and if the utility token can actually be used in
this way at the point of issue.
Triple Ex token tokens will be available before the start of the marketplace to the public,
to facilitate Marketplace infrastructure development.
As the point of issue we assume the whole ecosystem.
Taking in account all above mentioned, we have come to the conclusion that Triple Ex
token token is an Utility token from the perspective of the current UK normative acts.
4.4.2. Other descriptions related to Triple Ex token issuance
These tokens will be issued within the ICO in accordance with the UK legislation.
4.4.2.1. Targeted audience
The targeted audience is wide, since the marketplace is interested as for the professionals
in this field as for private individuals, who are interested to buy stones. Taking into
account that Triple Ex token token necessary for the access - all marketplace users are our
target audience.
4.4.2.2. Restrictions for the audience
 Private individuals younger than 18 years of age
 Private individuals and legal entities, without the wallet in ecosystem cryptocurrency
exchange.
4.4.2.3.

Information about the project organisation and project planning
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Taking into account that ecosystem consists from various elements the will several
milestones of the project implementation:
 Cryptocurrency exchange - is already established and license is acquired from the
regulatory authorities.
 <First milestone date>
 Issuance of Triple Ex token tokens and its sale
 <Second milestone date>
 Start of web based interface for cryptocurrency exchange (including clients
remote onboarding mechanism)
 Limited functionality marketplace start (available only registration of the first
sellers and lots registrations)
 <Third milestone date>
 Marketplace start with legal company sellers
 <Fours milestone date>
 First contracts with additional service suppliers sign
 Marketplace start also with private individual sellers
4.4.2.4. Used technologies
Triple Ex token tokens issued based on Ethereum ERC20 protocol and therefore will be
compatible with Ethereum blockchain. The technology standardization will allow to
decrease expenses for development and maintenance and will shorten implementation
time.
4.4.2.5. Triple Ex token tokens purchase by the marketplace users
Marketplace users will be able to buy Triple Ex token tokens within the marketplace
landing page and within the ecosystem cryptocurrency exchange page. These tokens will
be available for purchase by USDT and purchase technology will be supplied to the
ecosystem cryptocurrency exchange.
4.4.2.6. Triple Ex token tokens secondary market
Triple Ex token tokens main purpose to give the access to the marketplace and control
trading limits within the marketplace. But in case a marketplace user decided that this
token does not need him any more (for example he/she was intended to buy only one
lot), these tokens may be withdrawn from the Marketplace and offered for purchase by
the holder of this token within eco- system (or partner) currency exchange. The price for
the token will be formed by market demand and supply mechanisms.
4.4.2.7. AML norms appliance
Based on the above mentioned assessment Triple Ex token tokens were admitted as
Utility tokens in a view of UK legislation and operations with them are not the subject for
AML norms. But our aim is to keep business within the marketplace transparent therefore
we are chosen to work with transparent customers. Taking into account that crypto
currency exchange is licensed and subject to AML regulation, all their customers and
retrospectively marketplace customers will be Transparent customers.
Transparent customers are customers who are verified due to high standards of KYC and
who confirm the source of funds used to purchase Triple Ex token. That will form eco
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system liquidity with high levels of transparency and trust. That will raise the confidence
in the project to a very high level (also from the perspective of financial institutions).
Reliability for us is a key element within cooperation with marketplace participants.
Reliability is a two-directional road this means that also we as an ecosystem should be
reliable to our participants. Therefore we invented the following approaches to be
transparent and reliable:
● Payments for diamonds lots will be from the wallets of the crypto currency stock
exchange
● All transactions (including exchange operations, sell/purchase operations) will be
managed and monitored in accordance to AML norms

